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Lab 1: F5 BIG-IP Installation

Step 1
Log in to the CLI using the default user account. Use root as username and default as
password.

BIG-IP 11.3.8 Build 39.8

Eernel 2.6.32-228.el6.f5.x86_64 on an =86_64
localho=t login: root

Password:

Last login: Thu Apr 28 13:8HB:54 on ttyl

[root@localhost :NO LICENSE] config #
[root@localhost :NO LICENSE] config # _

Step 2
Issue the config command.

Step 3
Once you get the prompt as shown below, click OK.

F5 Management Port Setup

Configuration Utility
Use this wutility to add an IP address, netmaszk and default route
for the management port on this systen.
You rmust add an IP address and netmask for the management port
before you can use the web-based Sefup uwtililtwy.

The next prompt will ask you if you want to use the automatic configuration, choose No.

F5 BIG-IP Lab Manual
4

ttps:/itme/iearningnets




Step 4
Enter desired IP address for the management interface and click OK.

Step 5
Enter desired subnet mask for the management interface and click OK.

]

Step 6
To access the BIG-IP from any network, configure a default gateway, click Yes.

You will be prompted to enter the IP address of the default gateway and click OK.

mpeal

Step 7
Confirm the management IP address changes by clicking Yes
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Lab 2: Activation License

To access the BIG-IP Configuration Utility, open a web browser and enter the URL
https://172.16.1.254. To log in, use the default username and password, which is
admin/admin.

(& BIG-IP® - higip1 (172.16.1.2... ¥

IG-IP® Configuration Utility
fs e BIG-IP® Configuration Utility

Hostname Welcome to the BIG-IP Configuration Utility.
bigip1
Log in with your username and password using the fields on the left
IP Address

172.16.1.254

Username
}admir'.

Password

Login

To start the Setup Utility wizard, click Next to continue.
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(& BIG-IP® - bigip1 (172.16.1.2.. % .

Mo license exists for this device

OMLINE (ACTIVE)
Standalone

Setup Utility »» Introduction

Setup Utility
Welcome

Introduction

License
Setup Utility

Resource Provisioning To begin configuring this BIG-IP® system, please complete the Setup Utility. To begin, click the "Next™ button.

Platform

Network

Redundancy

VLANS
ConfigSync
Failover

Mirroring v

You will be presented with a screen that asks you to activate the BIG-IP LTM license. Click
Activate.

(& BIG-IP® - bigip1 (172.16.1.2... % .
pser admn —

Mo license exists for this device

OMNLINE (ACTIVE)
Standalone

Setup Utility » Lic

Setup Utility
General Properties

| License Not Activated

Introduction

License
Resource Provisioning
Platform
Network

Redundancy

VLANS

ConfigSync

Failover

Mirroring v

Enter the license key that you received from F5 Networks. Choose the activation method —
automatic and manual.
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Automatic method requires the Internet access from the management interface.
The manual method is used when the management interface does not have access to the

Internet.

In this case, choose the manual method, enter the license key and click Next to continue.

ONLINE {ACTIVE)
Standalone

Setup Utility

Introduction
License
Resource Provisioning
Flatform
MNetwork
Redundancy
VLAMS
ConfigSync
Failover

Mirraring

(&) BIG-IP® - bigip1 (172.16.1.2.. % .

Setup Utility » Lic

General Properties

Mo license exists for this device

Base Registration Key

Add-0On Registration Key List

KJEYT-EFNSHQ-UCR-QQVLEMC-YIBIPDG| % [Rever

Add-On Ke;r| [add]

Activation Method O Autornatic ® Manual

Copy all text found in the dossier box.

'ONLINE {ACTIVE)
s Standalone
L =

(&) BIG-IP® - bigip1 (172.16.1.2... % .

Setup Utility

Introduction

License

Resource Provisioning

Flatform

MNetwork
Redundancy
VLANS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Setup Utility » Lic

General Properties

Registration Key
Registration Key List
Manual Method

Step 1: Dossier

Step 2: Licensing Server

DPSOB-HJZKO-FIWJX-UVWRQ-CHNHNJQ

® Copy/Paste Text O Download/Upload File

G0f9acd55194fcTe
102ecdd074ef

Zb5ShdzZa:
fhecell04766

3 51dblf1699b533£4£5b014
459d3506d69£60bc3da300caaatSeelb

Click here to access F5 Licensing Server
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Go to the F5’s licensing site at https://activate.f5.com/license/dossier.jsp . Paste the
dossier to the box. Alternatively, upload the dossier file. Click Next to continue.

To activate your product you will need your product dossier.

Enter Your Dossier

0518311dfe2bb097c481d58bad35£a09e2cibicl913cd464b3ecicade22814be09ccd4]1 589554670 "

5d0e5%a0eb408408a£084361362237a7eT701d26ed40310fbefeT4£e21291657dbd2522e0ea321bchbe
6550bdc3cfBh32077edeb7d0a%8e3feadfaccacabooe9ifbde 96781 1946160780795 79aebalTebd
S098£d62958934147a864b6b139188a cbd3beebafdl0db982386811 2808232 T7454eb5cfbbEaad 49
143da0d26b239£3dafof4fadabald2bs338cT8£d77d634829735964d3fad506edeT4e36139938cE7f0e
4339e8ef535def140d0a8b185£0717390e8cTcT759b9fd2ea8ec2T704cT12£2846278bcdddeab66354 e
BeeddThb2celfdd9f6dai%e02a833ccif44643309bc0973ee830bd 71852672l T78232ee9d882881 0553450
Toc3fdfeSb26cfT152c30936ebdd36edfalTded26811048b8£3469072809ecE5773blec9145a08a%e8b
G4f832£d1ae2d5Tbe40£668a04bET7323394a]1bb47dalabacdSb0d60e842299£7£48578a4499c532616
de95942=e70cc9a9386943£538433cd0b5aleThebiff856efaci719d81L382bafacT7605cd4as3d%ees
c8ael3l20delblcd232eb039444720524 748759632091 Tbbf436643baleaT754d45836406822378d0da
342eelelb004e6355125f8d43421791d9438e601094999fb16a4b2922f640cc58714025ba0c304£0030
43cd2eb258857605d193c49b4£286094d61b09EcadTET06E516248249237399390522c5b91ed30727526
ccd6902Tee2B880L9acd551945cTe68Ta58ee009c99c126752a490e58Te6dbbed11 3694352001358
12102ecdd074e£7828348b5e9fed4 8309062 Tetb 940 f2bf4f1ffeedf3264468d18758ca4916d3ccad
Beeafe9dchbT9c034E8dcl1450e6023 2965955094 6d4ca3e0aldi947eled1945869447373cbe9494e]
28893b9EckbbT741fble882cO062626392TETE1c202a88088bcdeTadcledcTh0BT22686318071d4915cE3
bT59cdf809592864841cf32b5b428327336ae00dad715a6d0£6243a0£4196d0243b71d9£0647829824
031£33afbecel004TE6633585£381c5609ebcfds97fab0e334ledddTat4dfae3dc0237£07283de53561a
ebb3cSeddfSefaelchbd59546a9Tb72547d499£2213bbabelb014a875830£2bad0b362551db1£16990533
f4f5b014348392e571104dbeef 26565642 T8684£2945943508d69560be3da300caaatsecibi38660

ar

Select Your Dossier File

Parcourir... | Aucun fichier sélectionné.

Read and accept the F5 Networks’ EULA. Click the check box to accept the EULA and click
Next.

F5 BIG-IP Lab Manual
10

ttps://t.-meftearningnets




Activate F5 Product

Step 2: Accept User Legal Agreement

END USER LICENSE AGREEMENT
C-0355-08

IMFORTANT - EREAD BEFORE INSTALLING OR OFERATING THIS FRODUCT
LICENSEE ("LICENSEE™) AGREES TO BE BOUND BY THE TERMS OF THI3
AGREEMENT BY INSTALLING, HAVING INSTALLED, COFYING, OR OTHERWISE
U53ING THE FRODUCT. IF LICEWSEE DOE3S NOT AGREE, DO NOT INSTALL OR
U5E THE PRODUCT.

1. Scope. This End User License Agreement ("License™) applies to the
software product ("Software™) Licensee has licensed from F5. A11
references to "F5™ in this License will be deemed to be & reference to

the applicaebkle FS entity a3 follows: (i) if Licensee's primary place of
business is located in the European Economic Area, the Middle East or
Africa ("EMEA™), the F5 entity is F5 Hetworks Ltd.; (ii) if Licensee's
primary place of business is located in the Asie-Pacific region,

excluding Japan, India and Taeiwan ("APLC™), the F5 entity is F5

Hetworks Singapore Pte Ltd; and (iii) if Licensee's primary place of
business is located in Jepan, India, Taiwan or a region outside of EMERL
or APRC, the F5 entity is F5 Networks, Inc. Certain Software is

licensed for use in conjunction with F5 hardware which together with W

11 have read and agree to the terms of this license

Copy the license information for your BIG-IP LTM. Alternatively, you can download the
license file.

Cut and paste your license key from the form below, or click the download button to download a copy of the license

file.
Download license
~
#
Ruth wers : Sk
#
#
# BIG-IF System License Hey File
# DO NOT EDIT THIS FILE!'!
#
# Install this file as "/config/bigip.license”.
#
# Contact information in file fCONTACTS
#

Paste the license information to License section of the Setup utility, click Next. You will then
be presented with a screen as shown below. Wait one moment. Click continue button.
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Resource Provisioning
Device Certificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

(& BIG-IP® - bigip1 (172.16.1.2... %

Manual Method

Step 1: Dossier

Step 2: Licensing Server

Step 3: License

®) Copy/Paste Text ) Download/Upload File

9f141a61bb38009c2el0f6f1535a0b481aldcfSlcdbaTeildc8428 1448
c6a5826el4bedbf5a%EbhT7cl0678d1c620c0702032234104cdel13559250
1834f7ff9a07b4aed5eaalcTheab498dbf442239293%ac3bd6echel9cal
54031fae6f607a67ciBre54746bT7Eef62E55ela3abeel Sebdfffdiidel
abelb34f2cl5chbl04ed0844£075c8e3c861c079e5c3faal3aa0d5755%k0
d84b58a106alb9cEc4831bdleadlToedadf0as67656c441c55813 15
50de56e57d4819655c176109e14bBTI4086£f53b390fbd7d0d0elbT el
a504d71763619fadf136413ab45b2b8nE447aebded883d2eTafdeiade
7152951442e32294159163a%:234945c1225928d5d0f9590d6eck40953
72d6d9aliZdedcdd3eldSddiecase3l sz

Click here to access F5 Licensing Server

#
th vers : 4]

#

#

# BIG-IP System License Key File

# D& WOT EDIT THIS FILE!!

#

# Install this file as “/gonfig/bigip.license”.

#

# Contact information in file /CONTACTS
L4

€« [ f5

OMLINE {ACTIVE)
; Standalone

Setup Utility »

Setup Utility
Current Resource Allocation
Introduction
cPU MeMT TMMESEII—
License
Resource Provisioning Disk (113GE) wmewr
Device Certifcates Memory (3.8GE) wmeut  [TE——
Flatform Module | Provisioning | License Status | Required Disk (GB
Metwork
B Management (MGMT) NIA 0
Redundancy 5
[] Carrier Grade NAT (CGNAT) Disabled [y Licensed 0
VLANS
NTP [] Local Traffic {LTM) ¥I[Nominal [v] [ Licensed 0
ons [] Application Security (ASM) [Ihone ¥ Licensed;,, 20 \\/indow S
ConfigSync — I o 10 Action Center 1o ag
( Lo emn )
Click Next.
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e@@ https://172.16.1.254/ i/ O = & Culiica_G” (& BIG-IP® - bigip1 (172.16.1.2... | |

DNS

ConfigSync
Failover

Mirroring
Active/Standby Pair

Discover Peer

Application Security (ASM)
B Fraud Protection Service (FPS)

Global Traffic (GTM)

Link Contreller {LC}

Access Policy (APM)

I Application Visibility and Reporting (AVR)

Policy Enforcement

Advanced Firewall (AFM)

I Application Acceleration Manager (AAM)

I Secure Web Gataw;

iRules Language Extensions (iRulesLX)

Rever
L4

The setup utility wizard allows you to make configuration to the management interface,
192.168.4.31 in this case, host name, time zone, user account passwords for CLI and GUI
access. The SSH IP Allow section acts as an ACL to allow certain IP addresses and/or
ranges the BIG-IP access. Once you make changes to the account passwords, you will be
logged out and need to log back in using the new IP address and the new accounts. Click

Next.

e@|. & hitps://192.168.4.31 /i

| Setup Utility

Introduction
License
Resource Provisioning
Device Cerlificates
Flatform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

DO~ & Ereurdece. & || (&) BIG-IP® - bigip1 (192.168.4..., | |

General Properties

Management Port Configuration

Management Port

Host Name
Host IP Address

Time Zone

User Administration

Root Account

Admin Account

55H Access

SSH IP Allow

1 ok Lt
[ None F Licensed 20 ~
I Mone N/A 12
[INone S Licensed 0
I none i Unilicensed 0
[INone =gy Licensed 12
[ None %% Licensed 16
(PEM) [INone i Unlicensed 16
[INone %y Licensed 16
I None %4 Unlicensed 32
ay (SWG) [ Mone % Unlicensed 24
[INone %y Licensed 0
W
>
|- | o
1 ok L
~
O Automatic (DHCP) ® Manual
IP Address[/prefix]: | 192.168.4.31
Metwork Mask: | 255 255 255 0 255.255.255.0 v |
\anagement Route: | 192.168.4.1
| F5.BIG.IP-1
| Use Management Port IP Address| v |
|AmericalLos Angeles [v]
[ Disable login
Password:| sses
Confirm: | sess
Password:| seses
Confirm: o.cool -
Enabled
I*AII Addresses | v
v

F5 BIG-IP Lab Manual
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Lab 3: Setup Utility

Network Configuration

Once you log back in, you will be in the network section. You have ability to continue the
setup utility to configure internal (real servers) and external (client side) vlans and associated
interfaces and self IPs.

(Self IPs are the equivalent of SVI IP in Cisco switching)

Click Next.
- | o [
<« @la https://192.168.4.31/xui/ £ ~ € Ereurdece.. € || (§ BIG-IP® - F5.BIG.IP-1 (192.1... % 1) ok E

Hostname: FS.BIG.IP-1 Date: 2017 User: admin
IP Addre: 31 Time: {PDT) Role: Administrator

Setup Utility » Network

Setup Utility
Standard Network Configuration
Introduction = = =
Create a standard network configuration by configuring these features
License
L * Redundancy
Resource Provisioning + VLANs
. , + NTP
Device Cerlificates « DNS
« Config Sync
Platform + Failover
« Mimrering
Network
+ Peer Device Discovery (for Redundant Configurations)
Redundancy
ViANS
NTP
DNS Advanced Network Configuration
Create advanced device configurations by clicking Finished and navigating to the Main tab of the Configuration Utility.
ConfigSync Finished
Failover R4
< >

Internal VLAN (connected to web servers):
Configure the internal network and VLAN by making the following settings:

Self IP Address: 172.16.4.31
Netmask: 255.255.0.0

Port Lockdown: Allow Default
Floating IP Address: 172.16.4.33
Port Lockdown: Allow Default

Internal VLAN Configuration section

F5 BIG-IP Lab Manual
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VLAN Name: internal
VLAN Tag ID: auto
VLAN Interfaces: Select VLAN interface 1.2 and add it Untagged to the Interfaces list.

Click Next.

(Bl

~
/| Setup Utility
Internal Network Configuration

Introduction

) Address: [172.16.431
License

Self IP Netmask: | 255.255.255.0
Resource Provisioning Port Lockdown: INIow Default.
Device Cerlificates
Address: 172.16.4.33
Platform Floating IP I
Port Lockdown: |Nlow Default-

Network

Redundancy Internal VLAN Configuration

VLAN Name internal
VLANS
VLAN Tag ID
NTE g auto
DNS VLAN \nterfacesl 1.1 -
Tagging: |Unta ed.v

ConfigSync ) 94 -

Failover Intarfaces 1.2 (untagged)

Mirroring

Active/Standby Pair

Discover Peer

W
< >

External VLAN (facing clients):
Configure the external network and VLAN by making the following settings:

External VLAN: Create VLAN external radio button selected
Self IP Address: 10.10.4.31

Netmask: 255.255.0.0

Port Lockdown: Allow 443

Default Gateway: Leave blank

Floating IP Address: 10.10.4.33

Port Lockdown: Allow Default

External VLAN Configuration section

VLAN Name: external

VLAN Tag ID: auto

VLAN Interfaces: Select VLAN interface 1.1 and add it Untagged to the Interfaces list.

Click Next.

F5 BIG-IP Lab Manual
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@h} hitps://192.168.4.31/xui/ O~ @ Ereurdece. C || (@ BIG-IP® - F5.BIG.IP-1 (192.1... | | A K IE
j Setup Utility
External Network Configuration "
Introduction
External VLAM \® Create VLAN external \_' Select existing VLAN
License
- Address: [ 10.10.4.31
Resource Provisioning
Self IP Netmask: | 255.255.255.0
Device Cerfificates Port Lockdown: [Allow None |~
Platform
Default Gateway
Network
) Address: 10.10.4.33
Redundancy Floating IP |
Port Lockdovm:IAIIov.’ MNone ﬂ
VLANs
NTP External VLAN Configuration
DNS VLAN Name external
ConfigSyne VLAN Tag ID auto
Failover VLAN Interfac.es|1 2[v|
Mirroring Tagging: |Untaggedﬂ
Active/Standby Pair
v Interfaces 1.1 (untagged)
Discover Peer
v

Configure the high availability network to use the existing VLAN, internal, by making the
following settings:

High Availability VLAN: Click the Select existing VLAN radio button
Select VLAN: internal

Self IP Address: 172.16.4.31

Netmask: 255.255.0.0

High Availability VLAN Configuration section
VLAN Name: internal

VLAN Tag ID: auto

VLAN Interfaces: 1.2 (untagged)

Click Next.
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@ BIG-IP® - F5.BIG.IP-1 (192.1... %

~
Setup Utility
High Availability Network Co uration
Introduction o i i
High Availability VLAN O Create VLAN HA ®) Select existing VLAN
License
Select VLAN internal
Resource Provisioning
Device Cerlificates Self IP Address: | 172.16.4.31] %
Netmask: | 255.255.255.0
Flatform
Metwork High Availability VLAN Configuration
Redundancy VLAN Name internal
VLANs VLAN Tag ID auto
NTP VLAN Interfaces[11[~]
DNS Tagging: ISeIecL_ .
ConfigSync -.iEE.
Interfaces 1.2 (untagged)
Failover
Mirroring
Active/Standby Pair Delete
Discover Peer
| v
< >

Configure Network Time Protocol

@ BIG-IP® - F5.BIG.IP-1 (192.1... %

Setup Utility » N

Setup Utility

Time Protocol Configuration
Introduction

Address:| 192.168.4.1

License

Resource Provisioning

Device Cerlificates

Flatform Time Server List

Network
Redundancy

VLANs

NTP
DNS Cancel

ConfigSync

Failover
Mirroring
Active/Standby Pair

Discover Peer

Configure Domain Name Server

F5 BIG-IP Lab Manual
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@ BIG-IP® - F5.BIG.IP-1 (192.1... %

Resource Provisioning ) 5888 ~
Device Ceriificates !
Platform
Netwaork Edit_|[ Delete Down
Redundancy Address: |
VLANs
NTP BIND Forwarder Server List
DNS
ConfigSync
figSy Edii |[ Deleie Down
Failover
Mirroring Mdr&;s:l
Active/Standby Pair localhost
DNS Search Domain List
Discover Peer
|
Edit_|[ Delete Down
DNS Cache O
IP Version IIPv4.
W
<

Configure ConfigSync

Configure ConfigSync on the non-floating self IP 172.16.4.31 for internal VLAN.

o @ BIG-IP® - F53.BIG.IP-1 (192.1... %

Setup Wility »» ConfigSync

j Setup Utility

Config Sync Configuration

Introduction
Local Address ‘ 172.16.4.21 (internal)|

License

Resource Provisioning
Device Cerlificates
Flatform
Metwork
Redundancy
VLANs
NTF
DNS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

Use the default primary and secondary local mirror address settings for Mirroring
Configuration.
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€& D

. FS.BIG.IP-1
92 L

OMNLINE {ACTIVE)
| standalone

| wep | awom |
'] Setup Utility
Introduction
License
Resource Provisioning
Device Ceriificates
Flatform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync

Failowar

i_ﬁ BIG-IP® - F5.BIG.IP-1 (192.1.. % .

Setup Utility » Mirroring

Mirroring Configuration

172.16.4.31 (internal}.

Mone

Primary Local Mirror Address

Secondary Local Mirror Address

Click Finished.

€& Dfs
0 . F5BIGIP
P 168.4.31

OMNLINE {ACTIVE)
| Standalone

Introduction
Licenze
Resource Provisioning
Device Cerlificates
Platform
Network
Redundancy
VLANs
NTP
DNS
ConfigSync

Failover

iﬁ BIG-IP® - F5.BIG.IP-1 (192.1... % .

Standard Pair Configuration

Establish an Active/Standby pair by discovering another device.
After discovering the other device, the system performs the following actions:
+ Establishes trust between authoritative peers

+ Creates a device group that contains this device and the peer device
+ Creates a fraffic group that supports an active/standby configuration

Advanced Device Management Configuration

Create advanced device configurations by clicking Finished and navigating to Device Management in the Configuration Utility.

The advanced device management tasks that you can perform are:
+ Establish device trust among authoritative and subordinate peers
= Create a device group that contains more than two devices
+ Create fraffic groups for configuring active/active high availability

Finished

F5 BIG-IP Lab Manual
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Lab 4: Configuration Backup

Create a UCS Archive of Your Configuration

Open a browser window to https://192.168.4.31 and create a backup of your current
configuration.

Configuration utility
System » Archives then click Create

[£%] System

Configuration

Device Ceriificates
File Management

Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives
Services

[ Upload... || Create... |

+'| | File Mame Date | Size (Kbytes)

Mo records to display.

File Name: F5-LTM-BASE.ucs

Encryption: Disabled

Private Keys: Include

When complete, click Finished, then click OK when the archive is complete.

F5 BIG-IP Lab Manual
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General Properties

I File Mame | F5-LTM-BASE.ucs

Encrypfion IDisabIed b4
Frivate Keys |Inc:|ude L

Version BIG-IP 12.1.2 Build 0.0.249

Operation Status

Saving active configuraticn...
/wvarflocal /ucs/F3-LTM-BASE.ucs is saved.

tar: conf/ssl.crt/server.crt: time stamp 2017-04-23 04:54:07 iz 23429.274680157 3 in the future
tar: conf/assl.crt: time stamp 2017-04-23 04:54:07 is 23429.245527071 s in the future
tar: conf/ssl.key/server.key: time stamp 2017-04-23 04:54:06 is Z3428.245335924 3 in the future
tar: conf/asl.key: time stamp 2017-04-23 04:54:06 i3 23428.24530194 5 in the future

oK

Download your new UCS backup to your workstation.

System » Archives then click F5-LTM-BASE.ucs.

[Upload._ || Create |

+| | File Name Date Size (Kbytes)
F5-LTM-BASE. ucs Sat Apr 22 22:23:55 CET 2017 3827

Click Download: F5-LTM-BASE.ucs, then save to download folder.

General Properties

File Name F5-LTM-BASE.ucs
Version BIG-IP 12.1.2 Build 0.0.249
Encrypted Mo
Date Sat Apr 22 22:23:55 CET 2017
Size 3827 Kilobytes
Archive File [Download: F5-LTM-BASE.ucs|
The F3-LTM-BASE.ucs download has completed. Open i Open folder View downloads
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Lab 5: Traffic Processing Pool and Virtual Server

Create a Pool
Create a Pool using the information in the following table.

Local Traffic » Pools » Pool List, then click Create

Configuration section:
Configuration: Basic
Name: HTTP-POOL

Resource section:

Load Balancing Method: Round Robin
Priority Group Activation: Disabled
Node Name: (Leave blank)

New Members:

Address:Port 172.16.4.10:80 Click Add
Address:Port 172.16.4.11:80 Click Add
Address:Port 172.16.4.12:80 Click Add
When complete, click Finished
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Configuration: |Basic .

I Name | HTTP-POOL
Description |
Active Available
ICommon ICommon .
Health Monitors gateway_icmp A
€ on hitp_head_f5
hitps v
hitps_443
Resources
Load Balancing Method [Round Robin

Priority Group Acfivation IDisabIed .

®) New Node () New FQDN Node

Node Name: | (Optional)
Address: | 172.16.4.12] x
Senvice Port: [ 80 [HTTP

New Members

RAAP0C017216.410 172.16.4.10 :80
AP0 CO017216.411172.16.4.11 :80
FRAP0CO017216.412172.16.4.12 .20

Delete

[ Cancel || Repeat | | Finished |

iﬁ BIG-IP® - F3.BIG.IP-1 (192.1... * .

pariion

ONLINE (ACTIVE)
Standalone

Local Traffic » Pools : Pool List

7+ ~ PoolList 5t
|4 iApps F |Eearch Create.._
@DHS |S‘laius|AName + Description #Applicaﬁon|Marber5|¢Pﬂ1iﬁnana1h
O @  HITP-POOL 3 Common
) Local Trafiic
Network Map

Virtual Servers
Policies
Profiles
iRules
Pools
Nodes

Monitors

Traffic Class

Create a Virtual Server
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Create a Virtual Server that uses the pool created in the previous step.
Local Traffic » Virtual Servers » Virtual Server List, then click Create

General Properties section:

Name: VS-HTTP

Destination Type: Standard

Address: 10.10.4.100

Service Port: 80 (or type or select HTTP)
State: Enabled

General Properties

I Name | VS-HTTP
Description |
Type | Standard |
Source Address |
Desfination Address/Mask | 10.10.4.100
Service Port | 20 [HTTP V]

Motify Status to Virlual Address
State Enabled | |

Resources section:
Default Pool: HTTP-POOL
When complete, click Finished

Resources
Enabled Available
ICommon
_sys_APM_ExchangeSupport_OA_BasicAuth A
iRules _sys APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper v
_sys_APM_ExchangeSupport_main
Enabled Available
Paolicies
Default Pool E] |H'I‘I'P-POCIL B4
Default Persistence Profile |Nune |
Fallback Persistence Profile |Nune |

[ Cancel || Repeat || Finished |

Open a new browser session on the external client and point it to the virtual server at
http://10.10.4.100.
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http://10.10.4.100/

L S B hittp://10.10.4.100/level/15/ex O ~ B G || @ web-Server /level/15/...
A
Web-Server

Home Exec Configure

Command I

Output

Command base-URL was: [flevel/15/exec/-

Complete URL was:/level/15/exec/-/sh/ron/int/faldl/0/CR
Command was: sh ron int fad/0

Building configuration...

Current configuration : 115 bytes

1

interface FastEthernset0/0

Iip addres=s 172.16.4.10 255.255.255.0 |

no ip route-cache

zpeed auto

duplex auto
end W

Refresh the web page.
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LS © http://10.10.4.100/level/15/exe O ~ B C & Web-Server /level/15/...

Web-Server °

Home Exec Configure

Command

Output

Command base-URL was: [flevel/15/exec/-

Complete URL was:/level/15/exec/-/sh/ran/int/fald\/0/CR
Command was: sh ron int fa0/0

Building configuration...

Current configuration : 1135 bytes

1

interface FastEthernetl/0

Iip addres= 172.16.4.11 Z255.255.255.0 I

no i1p route-—cache

zpeed auto

duplex auto

end Ly

Refresh the web page.
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| = | O IIIII

e@Lﬁ http://10.10.4.100/level/15/exc O ~ & G|| & Web-Server /level/15/... | | 1 ok It
]
Web-Server
Home Exec Configure

Command I

Output

Command base-URL was: flevel/15/exec/-

Complete URL was:/level/fl15/exec/-/sh/ron/int/fad’\ /0/CR
Command was=: sh ron int fal/0

Building configuration...

Current configuration : 115 bytes

1

interface FastEthernetO/0

|ip address 172.16.4.12 255.255.255.0 |

no ip route-—-cache

speed auto

duplex auto

end W

Create a Second Pool
Local Traffic » Pools: Pool List » New Pool

Configuration section:
Name: HTTPS-POOL

Resources section:
Load Balancing Method: Round Robin
Node Name: (Leave blank)

New Members:
Click Node List and use the resulting pull-down to select the nodes to add to the member
list:

Address: 172.16.4.10 Service Port: 443 Click Add
Address: 172.16.4.11 Service Port: 443 Click Add
Address: 172.16.4.12 Service Port: 443 Click Add
When complete, click Finished
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Name | HTTPS-POOL
Description |
Active Available
ICommon p

i hitp_head_f5 A

Health Monitors hitps. 443
hitps_head_fs
inband
Resources

Load Balancing Method | Round Robin
Priority Group Activation | Disabled .

® New Node O New FQDN Node ) Node List
Mode Name: |
Address: [ 172.16.4.12)
Senvice Port: | 443 [HTTPS
Add

MNew Members

(Optional)

P:OC0172.16.410172.16.4.10 :443
P:OC017216.411 172.16.4.11 :443
P:

R:1
1
R P:0C:0172.16.4.12 172.16.4.12 :443

[ Cancel | [ Repeat | | Finished |

Local Traffic » Pools : Pool List

Pool List Statistics

o

F | Bear
| |~| status ‘ +« Name + Description | + Application ‘ Members ‘ + Partition / Path
O Q HTTP-POOL 3 Common
O Q HTTPS-POOL 3 Common

Create a Virtual Server that uses the pool HTTPS-POOL

created in the previous step.

Local Traffic » Virtual Servers » Virtual Server List, then click Create

General Properties section:

Name: VS-HTTPS

Destination Type: Standard

Address: 10.10.4.101

Service Port: 443 (or type or select HTTP)
State: Enabled
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Local Traffic » Virtual Servers

General Properties

= Virtual Server List

» New Virtual Server...

Name | vs-HTTPS
Description |
Type | Standard
Source Address |
Destination Address/iMask | 10.10.4.101
Service Port | 443 [ATTPS
Mofify Status to Virtual Address
State |Enabled .
Resources section:
Default Pool: HTTPS-POOL
When complete, click Finished
Resources
Enabled Available
_sys_auth_ssl_cc_|dap
_sys_auth_ssl_cridp ~
iRules _sys_auth_ssl_ocsp
_sys_auth_tacacs w
_sys_hitps_redirect
Enabled Available
Palicies
Default Pool E IHTI'PS—POOL .
Default Persistence Profile None
Fallback Persistence Profile None

[ Cancel | [ Repeat | | Finished |

Open a new browser session on the external client and enter the address of the virtual
server at https://10.10.4.100.
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(2 Web-Server /level/15/...

Web-Server

Home Exec Configure

Command

Ooutput

Command base-TURL was: flevel/15/exec/-

Complete URL was:/level/f15/exec/-/sh/run/int/fad\/0/CR
Command was: sh ruon int fal/0

Building configuration...

Current configuration : 115 bytes
1

interface FastEthernst0/0

|ip address 172.16.4.10 255.255.255.0 |
no ip route-—-cache

zpeed auto

duplex auto
end

Refresh the web page
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(2 Web-Server /level/15/... *

Web-Server

Home Exec Configure
Command
Cotpuot

Command base-URL was: [flevel/15/exec/-
Complete URL was:/level/15/exec/-/sh/run/int/fal/0/CR
Command was: sh run int fal/0

Building configuration...

Current configuration : 115 bytes=

1

interface FaztEthernetl/ 0

Iip addre== 172.16.4.11 255.255.255.0 |
no 1p route-cache

zpeed auto

Refresh the web page
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& Waiting for 10.10.4.101 %

Web-Server

Home Exec Configure
Command
Ontput

Command base-URL was: flevel/15/exec/-
Complete URL was:/level/l15/exec/-/sh/run/int/fal\/0/CR
Command wasa: sh run int fal/0

Building configuration...

Current configuration : 115 bytes

1

interface FastEthernetl/0

ip addres=s 172.16.4.12 255.255.255.0 I
no ip route-cache

zpeed auto
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Lab 6: Load Balancing

Configure Ratio (member) Load Balancing.
In the Navigation pane, expand the Local Traffic section.

Click Pools.
Click HTTP-POOL.

Local Traffic » Pools : Pool List

%+ ~ PoolList Statistics

F x]Search
‘ [~ Status ‘ ~ Name + Description | + Application ‘ Members ‘ + Partition / Path
O () HTTP-POOL 3 Common

Click the Members tab.

Local Traffic »» Pools : Pool List »» HTTP-POOL

% ~ | Properiies NMembers Statistics
[

General Properties

Name HTTR-FOOL

Partition / Path Common

Description |

Availability () Available (Enabled) - The pool is available

Configuration: |Basic .

Active Available
{Common hitps
¥ hitp hitps_443
Health Monit =
e oniors hitps_head_f5
inband v
tcp

Update

In the Load Balancing section, change Load Balancing Method to Ratio (member) and
then click Update.
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¥y ~ | Properiies

Load Balancing

Local Traffic » Pools : Pool List »» HTTP-P

Members Statistics ]|

L

Load Balancing Method

| Round Robin

Priority Group Aclivation

Current Members
| E Status ‘ = Member | ~ Address ‘ + Senvice Port ‘ = FQDN ‘ < Ephemeral ‘ + Ratio | % Priority Group = Connection Limit ‘ = Partition / Path
O Q 172.16.4.10:80 172.16.4.10 80 Mo 1 0 (Active) 0 Common

(| Q 172.16.4.11:80 172.16.4.11 80 No 1 0 (Active) 0 Common

O Q 172.16.4.12:30 172.16.4.12 80 No 1 0 (Active) 0 Common

[ Enable | [ Disable || Force Offline || Remove |

Load Balancing

Local Traffic » Pools : Pool List »» HTTP-PO(

1% - | Properties Members Statistics [E]]

Load Balancing Method

|Round Robin
Ratio {(member)
Least Connections (member)

Ignore Persisted Weight Observed (member)
Predictive (member)
Priority Group Activation Ratio {node)
Least Connections (node)
Update Fastest {node)
Observed (node)
Predictive (node)
Dynamic Ratio (node)
Current Members

Fastest (application)

|BS|ams|¢Memher

i Least Sessions
Dynamic Ratio (member)

O Q 172.16.4.10:80 1

Weighted Least Connections (member)

phemeral | + Ratio | % Priority Group | = Connection Limit | + Partition / Path

Weighted Least Connections (node) 1 0 (Active) 0 Common

; Ratio {session) 3
O @ 1721641180 1|30 FPe0  ons (member) 2 0 (Active) 0 Common
O @  172.16.4.12:80 1|Ratio Least Connections (node) 3 0 (Active) 0 Common

[ Enable | [ Disable || Force Offline || Remove |

Load Balancing

Local Traffic » Pools : Pool List »» HTTP-POOL

s - | Properties Members Statistics [Ed|

Load Balancing Method |Raﬁu- (member)
lgnore Persisted Weight O
Priority Group Activation |Disabled .
Update
Current Members

|E|31ams|¢Memher

| ~ Address | + Service Port | + FQDN | < Ephemeral | + Ratio | % Priority Group | = Connecfion Limit | + Partition / Path

| Q@ 172.16.4.10:80 172.16.4.10 80

Mo 1 0 (Active) 0 Common
[l @ 172.16.4.11:80 172.16.4.11 80 No 2 0 (Active) 0 Common
[l @ 172.16.4.12:80 172.16.412 80 No 3 0 (Active) 0 Common

[ Enable | [ Disable || Force Offline || Remove |

F5 BIG-IP Lab Manual

34

ttps://t.-meftearningnets




In the Current Members section, click each member, set Ratio to the value in the table and
lick the Members tab to return to the Current Members list.

then click Update. C

Member Ratio

172.16.4.10:80 1 (default)

172.16.4.11:80 2
172.16.4.12:80 3

Address
Service Port

Partition / Path
Description

Parent Node
Availability
Health Maonitors

Maonitor Logging

Current Connections

State

Configuration: |Basic bt
Ratio
Priority Group

Connection Limit

Connection Rate Limit

Address
Service Port

Partition / Path
Description

Parent Node
Availability
Health Maonitors

Maonitor Logging

Current Connections

State

Configuration: |Basic hd
Ratio
Priority Group

Connection Limit

Connection Rate Limit

172.16.4.11
20

Common

@ 172.16.4.11

() Available (Enabled) - Pool member is available 2017-05-11 22:58.07
@ htip

[T Enable

0

®) Enabled (Al traffic allowed)
Disabled (Only persistent or active connections allowed)
) Forced Offline (Only active connections allowed)

2 x
0
0
0
172.16.412
30
Commeon
@ 172.16.4.12
() Available (Enabled) - Pool member is available 2017-05-11 22:56:21
@ htip
[ I enable
0

(®) Enabled (Al fraffic allowed)
Disabled (Only persistent or active connections allowed)
() Forced Offline (Only active connections allowed)
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Open a new browser session on the external client and connect to http://10.10.4.100.
Refresh the browser 5-10 times.

In the Configuration Utility, view the pool statistics. Traffic should be distributed to the
members with a 1:2:3 ratio.

Statistics » Module Statistics : Local Traffic » Pools

{3 - | Traffic Summary ~ | DNS + | Local Traffic Metwork Memory
N

Display Options
Statistics Type |F'ouls
Data Format |Nun‘nalized .
Auto Refresh | Disabled Refreshl
['Common/HTTP-FOOL |[Search| Reset Searchl|  gits || Packets || Connections || Requests |

‘EISlaius‘E||APonl‘%PmlMember‘%Parﬁﬁm!Pam‘%ln ‘%Cﬂ.ll %In‘%ml‘%Current ¢I'I.I'Iaximun|¢Tola < Total

O @ B8 HTTP- Common 438K 2183K 66 67 O B g 0
POOL

O @ 172.16.4.10:80  Common 90K 474K 14 14 0 2 2 0

O @ 172.16.4.11:80  Common 135K 725K 21 21 0 2 3 0

O @ 172.16.412:30 Common 212K 982K 3 32 0 2 4 0

Reset

Priority Group Activation Lab

Configure Priority Group Activation

Reset the statistics for HTTP-POOL.

From the Navigation pane, expand the Local Traffic section and select Pools.
Select HTTP-POOL.

Select the Members tab.

In the Load Balancing section, change the Priority Group Activation setting to Less
than..., the number of Available Members to 2, and click Update.

Local Traffic » Pools : Pool List :» HTTP-POOL

15 - | Properties Members Statistics [E]]
N

Load Balancing

Load Balancing Method |Raﬁu (member)
lgnore Persisted Weight []
Priority Group Activation Less than.___ ID— Available Member(s}
Update
Current Members
| E Status | = Member | - Address | + Service Port | = FQDM | + Ephemeral | + Ratio | + Priority Group < Connection Ijmil| < Partition / Path
O Q 172.16.4.10:80  172.16.4.10 80 No 1 0 (Active) 0 Common
] Q@ 172.16.4.11:80 172.16.4.11 80 No 2 0 (Active) 0 Common
O Q 172.16.4.12:80  172.16.412 80 No 3 0 (Active) 0 Common

[ Enable | [ Disable |[ Force Offline |[ Remove |
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Local Traffic » Pools : Pool List :» HTTP-POOL

Members Statistics

13 -~ | Properties

Load Balancing

Load Balancing Method |Raﬁo (member)
lgnore Persisted Weight O
Priority Group Activation |Less than.. | 2 Available Member(s)

Current Members fddy
| E Status | <= Member | ~ Address | < Semvice Port | = FQDN | < Ephemeral | < Ratio | = Priority Group | = Connection Ijmil| < Partition / Path
O @ 172.16.4.10:20  172.16.4.10 80 Mo 1 0 (Active) 0 Common
[ Q 172.16.411:80 17216411 230 No 2 0 (Active) 0 Common
[ Q 172.16.412:80  172.16.412 80 Mo 3 0 (Active) 0 Common

[ Enable | | Disable || Force Offline |[ Remove |

Within the Configuration section of each member, set the Priority values as follows:
Member Ratio Priority Group
172.16.4.10:801 0

172.16.4.11:802 4
172.16.4.12:80 3 4

Address 172.16.4.11

Service Port 80

Partition / Path Common

Description |

Parent Node @ 172.16.4.11

Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:07
Health Monitors @ hitp

Monitor Logging [ Enable

Current Connections 0

(®) Enabled (Al trafiic allowed)
State ) Disablad (Only persistent or active connections allowed)
) Forced Offline (Only active connections allowed)

Configuration:
Ratio |2—
Priority Group 4 ®
Connection Limit IU—
Connection Rate Limit IO—
Update

F5 BIG-IP Lab Manual
37

ttps://t.-meftearningnets




Address 172.16.4.12

Service Port 20

Partition / Path Common

Description |

Parent Node @ 172.16.4.12

Availability () Available (Enabled) - Pool member is available 2017-05-11 22:56:21
Health Monitors @ hiip

Monitor Logging [Ienable

Current Connections 0

(® Enabled (Al traffic allowed)
() Disabled (Only persistent or active connections allowed)
) Forced Offline (Only active connections allowed)

State

Configuration: |Basic .
Ratio E
Priority Group 4| x

Connection Limit IU—
Connection Rate Limit [o

Update

Local Traffic »» Pools : Pool List :» HTTP-POOL

13 -~ | Properties Members Statistics [}
I

Load Balancing

Load Balancing Method
lgnore Persisted Weight O
Priority Group Activation |Less than._. | 2 Available Member(s)

Current Members e
| B Status | “+ Member | - Address | + Service Port | + FQDN | + Ephemeral | + Ratio | + Priority Group = Connection Ijmil| + Parition / Path
O Q 17216.410:80 17216410 30 No 1 0 (Active) 0 Common
O Q 172.16.4.11:80  172.16.4.11 80 Mo 2 4 (Active) 0 Common
O Q 172.16.4.12:80 17216412 30 Mo 3 4 (Active) 0 Common

[ Enable | | Disable |[ Force Offline || Remove |

Open a new browser session on the external client and connect to http://10.10.4.100.
Refresh the screen 5-10 times.
View the pool statistics.

With Priority Group Activation set to less than 2 members and all pool members enabled,
172.16.4.11:80 should receive no traffic. Traffic is distributed to members 172.16.4.11 and
172.16.4.12 in a 2:3 ratio.
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w Pools

Statistics » Module Statistics : Local Traffic

£% - Iraffiic Summary ~ | DNS + | Local Traffic Network Memory
A

Display Options
Statistics Type [Poals
Data Format INDn‘I’IaIiZEd .
Auto Refresh | Disabled Refresh|
[[Commen/HTTP-POOL | [5earch| Reset Search| Bits || Packets || Connections || Reguests
‘E‘S‘Iﬂhﬁ‘@“l’oul ‘% PoolMemher|%ParIiﬁun.‘Paﬂ1‘¢ln |¢Oul ‘%In‘%mt|¢Currerll‘=Maximun|¢Tulﬂ < Total
| Q@ B HTTP- Common 33K 1542K 48 48 0 4 T 0
POOL
([l Q 172.16.4.10:80 Common 0 0 ] 1] 0 0 0 ]
O Q 17216.4.11:30  Common 129K 521K 19 19 0 2 3 0
| Q@ 172.16.412:30 Common 184K 860K 29 30 0 2 4 0

Reset the statistics for HTTP-POOL.
Disable pool member 172.16.4.11:80 in HTTP-POOL.

Local Traffic » Pools : Pool List »» HTTP-POO

13 ~ | Properiies Members
|

Load Balancing

Load Balancing Method |Raﬁu (member)
lgnore Persisted Weight O
Priority Group Activation |Less than._. |2 Available Member(s)

Update

Current Members
| B Status | = Member | 4 Address | < Service Port | = FQDN | < Ephemeral | < Ratio | < Priority Group | = Connection IJmi‘l| < Partition / Path
O (] 172.16.4.10:80  172.16.410 80 Mo 1 0 (Active) 0 Common
] Q 17216.4.11:80 17216411 20 No 2 4 (Active) 0 Common
O o] 172.16.4.12:80 172.16.412 80 Mo 3 4 (Active) 0 Common

[ Enable | [ Disable |[ Force Offline || Remaove |

Current Members
| E Status | + Member | ~ Address | + Service Port | < FQDN | + Ephemeral | + Ratio | + Priority Group = Conneclion Ijmil| < Partition / Path
O Q 1721641080 172.16.410 280 Mo 1 0 (Active) 0 Common
[ @ 172.16.4.11:80 17216411 80 Mo 2 4 (Active) 0 Common
[ Q 1721641280 17216.412 80 MNo 3 4 (Active) 0 Common

[ Enable | [ Disable |[ Force Offline || Remove |

In the browser session connect to http://10.10.4.100, refresh the screen 5-10 times by

pressing.
Refresh and view the pool statistics.
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With Priority Group Activation set to less than 2 members and pool member 172.16.4.11:80
disabled, 172.16.4.11:80 is not eligible to receive traffic. The next lower priority group (0) is
activated as the number of available members in the pool has now fallen below the minimum
2. Traffic is distributed to members 172.16.4.10 and 172.16.4.12 in a 1:3 ratio

Statistics » Module Statistics : Local Traffic »

Pools

#% -  Trafiic Summary ~ | DNS - | Local Traffic Network Memory

Display Options
Statistics Type |F'ouls
Data Format INurmaIized .
Auto Refresh | Disabled Refresh|

[/Common/HTTP-POOL | [Search| Reset 533"3”| Bits || Packets || Connections || Requests
||E|Sla1|ﬁ‘E‘APoul ‘ePwlMember‘¢Parﬁﬁun.'Pam|¢ln ‘#0«1[ ‘%In|¢0ul‘¢Currenl|¢Maximun|=Tulﬂ < Total
1 Q B HTTP- Common MTH 1331K 47 46 0 4 8 0

POOL

O Qo 172.16.4.10:80 Common 92K 372K 12 12 0 2 2 0
[l =] 17216.4.11:30 Common 0 1] 1] 0 0 0 0 1]
[l Q 172.16.4.12:80 Common 254K 950K 35 34 0 2 G 1]
Reset

Enable pool member 172.16.4.11:80 in HTTP-POOL.
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Lab 7: Monitors

Create a Custom ICMP Monitor
Create a new ICMP monitor called MY-ICMP.

Local Traffic » Monitors » Create

General Properties section:
Name: MY-ICMP
Type: ICMP

Configuration section:
Interval: 10 seconds
Timeout: 31 seconds
Transparent: No

When complete, click Finished

ri‘l_‘ﬂ Local Traffic

Metwork Map
Virtual Servers
Paolicies
Profiles
iRules
Pools
Modes
Monitors
Traffic Class

Address Translation
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Local Traffic » Monitors

Manitor List

-

i | [Search
‘AName ¢Appicaﬁun‘E|Type ‘#PﬂﬁlionJPaih

gateway_icmp Gateway ICMF Common

hitp HTTP Common
hitp_head_f5 HTTP Common
hitps HTTPS Common
hitps_443 HTTPS Common
https_head_f5 HTTPS Common
icmp ICMP Common
inband Inband Common
real_server Real Server Common
snmp_dca SNMP DCA Common
General Properties
Name [ My-1CnP
Description |
I Type ICMP
Parent Monitor icmp

Configuration: |Basic ~]
Interval I 10 seconds
Timeout I E seconds

Transparent O Yes ® No
Alias Address | * All Addresses
Adaptive I Enabled

[ Cancel || Repeat | | Finished |

Local Traffic » Monitors

1% + Monitor List

i ] Gearch
‘AName ¢Appicaﬁun|BType ‘:PaﬁlionJPalh
O My-ICMP ICMP Common

gateway_icmp Gateway ICMF  Common
i hittp HTTP Common
it http_head_f5 HTTP Common

htips HTTPS Common

https_443 HTTPS Common
i1 https_head_f5 HTTPS Common
icmp ICMP Common

inband Inband Common

real_server Real Server Common

[Fage 1or2 [v] [*)

Assign the custom monitor to selected node

F5 BIG-IP Lab Manual
42

ttps://t.-meftearningnets




Add MY-ICMP as the default monitor for node 172.16.4.10.
Local Traffic » Nodes: Node List » 172.16.4.10

Configuration section:

Health Monitors: Node Specific
Select Monitors: Select MY-ICMP
Press << button

When complete, click Update

Eﬁj Local Traffic

Metwork Map
Virtual Servers
Folicies
Frofiles
iRules
Fools
Modes
Maonitors
Traffic Class

Address Translation

Local Traffic » MNodes : Node List

1+ ~ Mode List Default Monitor Statistics

F %] [Searcr]
| E| Status | - Name + Description | © Application ‘ <+ Address ‘ + FQDN ‘ + Ephemeral | < Partition / Path
O @ 172.16.4.10 172.16.4.10 Mo Common
(| @ 172.16.4.11 172.16.4.11 No Commen
| @ 172.16.4.12 172.16.4.12 No Commen

[ Enable | [ Disable || Force Offiine |[ Delete... |

General Properties

Name 172.16.4.10
Address 172.16.4.10
Partition / Path Common
Description |
Availability @ Unknown (Enabled) - Node address does not have service checking enabled 2017-05-11 22:56:19
Monitor Logaging [ I Enable
Current Connections 0
o Enabled (Al fraffic allowed)
State 'i:) Disablad (Only persistent or active connections allowed)
() Forced Offline (Only active connections allowed)
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Configuration

Health Monitors

I Node Specifi c.

Active Available
ICommon hitps_443
Select Monitors icmp ~
real_server
snmp_dca v
tep_echo
Availability Requirement All Health Monitor(s)
Ratio | 1

Connection Limit

Connection Rate Limit

Check node status indicators.

General Properties

Name 172.16.4.10
Address 172.16.4.10
Partition / Path Common
Description [l
Availability () Available (Enabled) - Node address is available 2017-05-11 23:30:53
Health Monitors @ MY-ICMP
Monitor Logging ] Enable
Current Connections 0
®) Enabled (All traffic allowed)
State ) Disabled (Only persistent or active connections allowed)

) Forced Offline (Only active connections allowed)

Local Traffic » Nodes : Node List

7+ ~ Mode List Default Monitor Statistics
§ x| [Search
| [~ Status ‘ ~ Name + Description | = Application | + Address ‘ = FQDN ‘ = Ephemeral ‘ = Partition / Path
O Q 172.16.4.10 172.16.4.10 Nao Common

O a 172.16.4.11 172.16.4.11 No Common

O [»] 172.16.4.12 172.16.4.12 Na Common

[ Enable | [ Disable || Force Offline |[ Delete... |

Disassociate all monitors from selected node
Remove the monitor from node 172.16.4.11. Leave monitor MY-ICMP on 172.16.4.10.

Local Traffic » Nodes: Node List » 172.16.4.11
Configuration section:

Health Monitors: None
When complete, click Update
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General Properties

Name 172.16.4.11

Address 172.16.4.11

Partition / Path Common

Description [

Availability @ Unknown (Enabled) - Node address does not have service checking enabled 2017-05-11 22:56:19
Monitor Logging []Enable

Current Connections 0

(®) Enabled (All iraffic allowed)
‘! Disabled (Only persistent or active connections allowed)
() Ferced Offline (Only active connections allowed)

Configuration MNeode Default
MNode Specific

State

Health Monitors None
Rafio 1
Connection Limit ]
Connection Rate Limit 0
Update

Configuration
Health Monitors IEEE- v
Ratio 1
Connection Limit 0
Connection Rate Limit 0
Update

Check the nodes’ statuses.

Node 172.16.4.10 has a specific assignment, MY-ICMP.
Node 172.16.4.11 has no monitor assigned.

Create a New HTTP Monitor

Create a customized monitor based on the HTTP Monitor.

Local Traffic » Monitors » New Monitor

General Properties:
Name: MY-HTTP
Type: HTTP

Parent Monitor: http

Configuration section:

Send String: GET /index.html\r\n
Receive String: Server

When complete, click Finished
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Local Traffic »» Monitors

General Properties

»» New A

Name | Mrv-HTTP
Description |
I Type HTTP
Parent Monitor http
Configuration: |Basic ™
Interval I 5 seconds
Timeout I 16 seconds
EET /\zin
Send Siring
Server]
Receive String
Server
Receive String
Receive Disable String
User Name |
Password |
Reverse O Yes ® No
Transparent O Yes ® No
Alias Address | * Al Addresses
Alias Service Port |* [~ ArPorts
Adaptive [ ] Enabled

[ Cancel | [ Repeat | [ Finished |
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Local Traffic » Monitors

Manitor List

o

F x| [Searcn
‘AName ¢Appil:aﬁun‘E|Type ‘%Paﬁlk:analh
[0 My-HTTP HTTP Common
[ My-ICMP ICMP Commeon
i gateway_icmp Gateway ICMF  Common
it hitp HTTP Common
% hitp_head_f5 HTTP Common
i1 hitps HTTPS Common
i1 hitps_443 HTTPS Common
% hitps_head_f5 HTTPS Common
iioicmp ICMP Common
i inband Inband Common

]

Assign the Custom Monitor to a Pool Member

From the Navigation pane, click Local Traffic » Pools and then click HTTP-POOL.
Click the Members tab.

Click the member 172.16.4.11:80.

Local Traffic » Pools : Pool List » HTTP-POOL
Configuration section:
Select Advanced from the dropdown list.

Address 172.16.4.11

Service Port 20

Fartition / Path Common

Description |

Parent Node @ 172.16.4.11

Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:07
Health Monitors @ htip

Monitor Logging I Enable

Current Connections 0

(® Enabled (Al raffic allowed)
State ) Disabled (Only persistent or active connections allowed)

O Forced Offline (Only active connections allowed)
Configuration:
Advanced

Ratio |2—
Priority Group lri—
Connection Limit ln—
Connection Rate Limit ln—

Update

Health Monitors: Member Specific
Select Monitors: Select MY-HTTP
Press << button
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When complete, click Update

Configuration: IAd\ranced hat

Ratfio ’27
Priority Group |47
Conneclion Limit lni
Connecfion Rate Limit lni

Health Manitors None

Inherit From Pool
IP Encapsulation Member Specific

Update

Configuration: |Advanc.ed bl

Ratio [
Priority Group |47
Connection Limit Iui
Connection Rate Limit lni
Health Monitors [Member Specific [~]

Active Available
ICommon ICommon
Select Monitors gateway_icmp A
hitp
hitp_head_f5 W
hitps
Availability Requirement All ~ | Health Monitor(s)
IP Encapsulation IInhem From Pool| v
Check the members’ statuses.
Member Properties
Node Name 172.16.4.11
Address 172.16.4.11
Service Port 20
Partition / Path Commaon
Description [l
Parent Node @ 172.16.4.11
Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:07
Health Monitors @ MY-HTTF
Monitor Logging [JEnable
Current Connections 0
® Enabled (Al fraffic allowed)
State () Disabled {Only persistent or active connections allowed)
() Ferced Offine (Only active connections allowed)

Disassociate all Monitors for Selected Member
From the Navigation pane, click Local Traffic » Pools and click HTTP-POOL.
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Click the Members tab.
Click the member 172.16.4.12:80

Local Traffic » Pools : Pool List » HTTP-POOL
Configuration section

Select Advanced from the dropdown list.

Health Monitors: None

When complete, click Update

Description |
Parent Node @ 172.16.4.12
Availability () Available (Enabled) - Pool member is available 2017-05-11 22:56:21
Health Monitors @ hitp
IMonitor Logging [ Enable
Current Connections 0
(®) Enabled (All fraffic allowed)
State

isabled (Only persistent or active connections allowed)
() Forced Offline (Only active connections allowed)

Configuration: IAdvanced hd

Ratio E
Priority Group |47
Connection Limit loi
Connection Rate Limit loi
Health Monitors Iﬁl
IP Encapsulation IW

Check the member’s status

Member Properties

Node Name 172.16.4.12

Address 172.16.4.12

Service Port 20

Fartition / Path Commaon

Description I

Parent Node @ 172.16.4.12

Awvailability @ Unknown (Enabled) - Pool member does not have service checking enabled 2017-05-11 23:44:55

Health Monitors
Monitor Logging [] Enable

Current Connections 0

nabled (All traffic allowed)
isabled (Only persistent or aclive connections allowed)
() Forced Offline (Only active connactions allowed)

State

Member 172.16.4.10:80 has its health monitor set to inherit from pool, so it inherits an http
health monitor.
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Description [l

Parent Node @ 172.16.4.10

Availability () Available (Enabled) - Pool member is available 2017-05-11 22:59:43
Health Manitors @ htip

Monitor Logging [ Enable

Current Connections 0

(® Enabled (Al trafiic allowed)
isabled (Only persistent or active connections allowed)
(_) Forced Offline (Only active connections allowed)

State

Configuration: IAdvanced hd

Ratio e
Priority Group [0
Connection Limit lni
Connection Rate Limit lni
Health Monitors Im
IP Encapsulation [Inherit From Pool [~ ]

Member 172.16.4.11:80 has a specific monitor assigned: MY-HTTP.
Member 172.16.4.12:80 does not have an assigned monitor.
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Lab 8: Profiles

Source Address Persistence

Configure a Source Address Affinity persistence profile and assign it to a virtual server

Create a Persistence Profile based on the following:

Local Traffic » Profiles » Persistence » Create

f_fl_‘ﬂ Local Traffic

Metwork Map
Virtual Servers

FPolicies

iRules

Fools

Modes
Monitors
Traffic Class

Address Translation

i f }i. Acceleration

General Properties section:
Name: PR-Source-Add

Services

Content

Protocol

S5L
Authentication
Message Routing
Classification

Oiher

Persistence Type: Source Address Affinity

Configuration section:

Timeout: Select (check) the Custom checkbox for Timeout and then set Timeout to 30

seconds.

Mask: Click on the Custom checkbox for Mask and specify a network mask of /24.

When complete, click Finished
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Local Traffic » Profiles : Persistence »» New Persistence Profile...

General Properties

Name Im

Persistence Type | Source Address Affinity

Parent Profile

Configuration Custom []

Match Across Services O
Match Across Virtual Servers Il
Match Across Pools O
Hash Algorithm O
Timeout |Specify...| v | | 30 seconds ¥
Prefix Length [Pva[~] | 24 ]
Map Proxies +/| Enabled a
Override Connection Limit O

[ Cancel | [ Repeat | [ Finished |

Assign PR-Source-Add to VS-HTTPS

Local Traffic » Virtual Servers » VS-HTTPS » Resources

Local Traffic » Pools : Pool List

Pool List Statistics

L= 2

§ | earch]
| |~ status ‘ « Name + Description | + Application ‘ Members ‘ + Partition / Path
[ Q HTTP-POOL 3 Commen

3 Common

(| (@] HTTPS-POOL

Load Balancing section:

Default Pool: HTTPS-POOL

Default Persistence Profile: PR-Source-Add
When complete, click Update

Local Traffic » Virtual Servers : Viriual Server List .- VS-HTTPS

{% ~ | Properties Resources Statistics [E]|

Load Balancing

Default Pool IH'I'I'PS-POOL .
Default Persistence Profile [None |
JCommon

PR-Source-Add
cookie

Fallback Persistence Profile

Update dest_addr
hash

msrdp

sip_info

iRules source_addr

ssl
Name universal
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Local Traffic » Virtual Servers : Virtual Server List »» VS-HTTPS

4 + | Properties Resources Statistics =
|

Load Balancing

Default Pool
Default Persistence Profile
Fallback Persistence Profile None
Update

Confirm traffic behavior after persistence

Open a new browser session and connect to https://10.10.4.101.
Refresh the web page five to ten times.

View the pool HTTPS-POOL statistics.

Statistics » Module Statistics : Local Traffic

» Pools

% - | Trafiic Summary « | DNS + | Local Traffic Metwork Memory
[

Display Options
Statistics Type [Pocls
Data Format INunﬂaIized .
Auto Refresh | Disabled Refreshl

[{Commen/HTTPS-POOL |[earch| Reset Search] | Bits || Packets || Connections || Requests
‘ES‘laius‘E”* Pool ‘% Poal Member ‘% Parlilion.’Pall‘l‘%ln ‘GOUI ‘% In‘%Oul‘% O.Irrenl‘G Ma:dmum‘%Total < Total
1 (@] B HTTPS- Common 587K 2119K 58 55 0 2 7 0

POOL

[l @ 172.16.4.10:443 Common 587K 211.8K 58 55 o 2 T 0
[l Q 172.16.4.11:443 Common 0 0 0 0 0 0 0 0
[ Q 172.16.4.12:443 Common 1] 0 0 0 o o o 0
Reset

Wait for at least 30 seconds, and then refresh again the https://10.10.4.101 website again.
Now the web traffic should be load-balanced to another pool member. Confirm this by
refreshing and viewing the pool member statistics.
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Statistics » Module Statistics : Local Traffic » Pools

Traffic Summary ~ | DNS - | Local Traffic

P Network Memory

Display Options

Statistics Type

Data Format |Nurmalized .

Auto Refresh | Disabled Refreshl
[{Commen/HTTPS-POOL |[Search| Reset Searchl | gits || Packets || Connections || Requests
‘BS[:;M;‘E‘- Fool |¢ Fool Member ‘% Fartition / Path |¢In ‘é{)ui ‘% In|¢0ul|¢ Currenl|¢ Maximum‘%Total|¢Tuld
O Q@ E HTTPS- Common 58.5K 2202K 67 66 0 2 10 0

POOL

O Q@ 172.16.4.10:443 Common 0 0 0 0 0 0 0 0

(| Q 172.16.4.11:443 Common 585K 2202K 67 66 0 2 10 0

[ Q 172.16.4.12:443 Common 0 0 0 0 0 0 0 0
Reset

Cookie Persistence

Create a cookie persistence profile and assign it to a virtual server

Create a custom cookie persistence profile named PR-Cookie. When you select Cookie as
the Persistence Type, the Configuration Section appears. Leave all of the settings in the
Configuration section in their default state for now.

Local Traffic » Profiles » Persistence » Create

General Properties section:
Name: PR-Cookie
Persistence Type: Cookie
When complete, click Finished
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Local Traffic » Profiles : Persistence »» New Persistence Profile...

General Properties

Name lm

Persistence Type | Cookie
Parent Profile

Configuration Custom [

Cookie Method [HTTP Cookie Insert O
Cookie Name | O
HTTPCnly Attribute Enabled O
Secure Attribute O
Always Send Cookie O
Expiration /| Session Cookie U
Cookie Encryption Use Policy O
Encryption Passphrase | O
Override Connection Limit O

[ cancel | [ Repeat | | Finished |

Local Traffic » Profiles : Persistence

1% - | Senvices « | Content ~ | Persistence Protocol w | 551 +* | Authentication
1

i Routing - | Other

F %] [Searcr]
| « Name = Application | = Type < Parent Profile | < Partition / Path
0 PR-Cookie Cookie cookie Common
[0 PR-Source-Add Source Address Affinity source_addr Common
it cookie Cookie {none) Commeon
i dest_addr Destination Address Affinity  (none) Commaon
i hash Hash (none) Common

i msrdp Microsoft® Remote Desktop ({none) Common
sip_info SIP (noneg) Commeon

i source addr Source Address Affinity {nong) Common
it gl S5L (none) Common
i universal Universal {nong) Common

Assign PR-Cookie to VS-HTTP.
Local Traffic » Virtual Servers » VS-HTTP » Resources

Load Balancing section:

Default Pool: HTTP-POOL

Default Persistence Profile: PR-Cookie
When complete, click Update

F5 BIG-IP Lab Manual
55

ttps://t.-meftearningnets




Local Traffic » Virtual Servers : Virtual Server List .. VS-HTTP

o+ - | Properties Resources Statistics [E]
|

Load Balancing

Default Pool
Default Persistence Profile PR-Cookie
Fallback Persistence Profile None

Don’t forget to modify VS-HTTP to include an HTTP Profile and repeat the step above.

Configuration: |Basic .

Protocol TCP

Pratocol Profile (Client) |tcp
Protocol Profile (Server) | (Use Client Profile)
HTTP Profile hip |4

FTP Profile None

RTSF Profile None

S5SH Proxy Profile Mone

Confirm traffic behavior after persistence

Access and reset the statistics for HTTP-POOL.

On the browser connect to http://10.10.4.100, refresh the screen 5 to 10 times.
View the pool statistics.

All traffic is directed to one member.

Pools

Statistics » Module Statistics : Local Traffic »

%  Traffiic Summary ~ | DNS + | Local Traffic MNetwork Memory
J—

Display Options

Statistics Type

Data Format |Normalized .

Auto Refresh | Disabled Refreshl
[{Common/HTTP-POOL |[Search| Reset Search|  Bits | [ Packets | | Connections || Requests |
|E|Sla1us|E|‘APonl ‘%PmlMember‘#ParﬁﬁmfPaﬂ'nPln ‘¢Out ‘%In‘¢0ut|¢Current‘¢Maximun‘¢Tuld = Taotal

1 Q B HTTP- Common 951K 4252K 130 128 0O 2 19 19

POOL

[l Q 172.16.4.10:80 Common 951K 4252K 130 128 0 2 19 19

| Q 172.16.4.11:80 Commaon 0 0 1] 1] 0 0 0 1]

[l Q 172.16.4.12:80 Common 1] 0 1] 1] 0 0 ] 1]
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Lab 9: Client SSL

Create an SSL Certificate
Create a custom SSL Certificate.

System » File Management : SSL Certificate List » click Create.

System » File Management : SSL Certificate List

S5L Cerfificate List

% -~ | Data Group File List | iFile List Extemal Monitor Program File List Apache Cerlificate List

w406 File Object List

F |[Search] Import..
| « Name + Contents = Common Name + Organization | =+ Expiration | + Partition / Path
[0 ca-bundle Cerlificate Bundie Jan 1, 2030 - Nov 8, 2044 Common
[ default RSA Certificate & Key localhostlocaldomain  MyCompany Apr 21, 2027 Common
[ f5rule RSA Certificate support f5.com F5 Networks Aug 13, 2031 Common
Archive...

General Properties section:
Name: Self-Signed-Cert

Certificate Properties section:
Issuer: Self

Common Name: www.test.com
Division: IT Division
Organization: Test Organization
Locality: Algiers

State or Province: Algiers
Country: Algeria

E-mail Address: Leave blank
Lifetime: 365

Key Properties section: Size 2048
When complete, click Finished
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System » File Management : 551 Certificate List :» New 55L Certifi

General Properties

I Mame | Seir-Signed-Cert

Certificate Properties

Issuer | Selt
Common Name | wwnw test.com
Division | IT Division
Organization | Test Organization
Locality | Algiers
State Or Province | Algiers
Country [Algeria | bz
E-mail Address | |
Lifetime: 365 days
Subject Alternative Name |

Key Properties
Security Type
Key Type
Size 2048] v | bits

System »» File Management : SSL Certificate List

¢ -~ | Data Group File Li iFile List Extemnal Monitor Frogram File List | S5L Cerificaie List | Apache Cerfificate List

w406 File Object List

F x| [Search] import .
| ~ Name + Contents < Common Name <+ Organization < Expiration | + Partition / Path
[] Self-Signed-Cert RSA Cerificate & Key www test com Test Organization May 13, 2018 Common
[] ca-bundle Certificate Bundle Jan 1, 2030 - Nov &, 2044 Common
[] defaunt RSA Cerificate & Key localhostlocaldomain  MyCompany Apr 21, 2027 Common
[0 f5irule RSA Certificate support.i5.com F5 Metworks Aug 13, 2031 Common
Archive...

Create an SSL Profile
Create a Client SSL profile called SSL-Client-Profile with clientssl as its parent.

Local Traffic » Profiles » SSL » Client and click Create.
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| « Name + Contents + Common Name

() Local Traffic
[] seli-Signed-Cert RSA Cerificate & Key www test.com

Network Map [] ca-bundle Certificate Bundle

Virtual Servers ] default R5A Certificate & Key localhost.localdomain
Folicies [] fs-rule RSA Certificate support.f5.com
iRules Content
Pools Persistence
Modes Protocol

Traffic Class Authentication Server

Address Translation Message Routing OCSP Stapling

Classification
Acceleration Othes

Local Traffic » Profiles : 55

[ | [Search Create.
‘ ~ Mame + Application | = Parent Profile ‘ + Partition / Path
i1 clientssl {nong) Common
[] dlientssHinsecure-compatible clientssl Common
[ dlientssl-secure clientssl Common
[ crypto-server-default-clientss] clientssl Common
[0 wom-default-clientssi clientssl Common
Delete. ..

General Properties section:
Name: SSL-Client-Profile
Parent Profile: clientssl

Configuration section:
Certificate Key Chain: Add the Self-Signed-Cert created previously
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Local Traffic »» Profiles : S5L

: Chent »» MNew Client S5L Profile...

General Properties

I Name | sSL-Client-Profile
Parent Profile | clientssl
Configuration: IB"SiC . custom [
o]
Certificate Key Chain
TAddY | Edit || Delete
Proxy SSL O
Proxy SSL Passthrough O

Add 55L Certificate to Key Chain

Ceriificate | Seli-Signed-Cert
Key | Self-Signed-Cert
Chain | Self-Signed-Cert
Passphrase |

OCSP Stapling

| Add || Cancel |

Local Traffic » Profiles : S5L : Client :» New Client 55L Profile...

General Properties

I Name | sSL-Client-Profile
Parent Profile | clientssl
Configuration: |Basic . Custom [
™

Ceriificate Key Chain

Proxy S5L
Praoxy S5L Passthrough

[Common/Seli-Signed-Cert.cri /{Common/Self-Signed-Cert key /Common/Self-Signed-Cert_cri

CAdd | Edit | Delete

When complete, click Finished
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SSL Forward Proxy: |Basic || Custom [

551 Forward Proxy Disablad l

CA Cerfificate | Select .

CA Key [Select

Certificate Lifespan I 30 day(s)

Cerlificate Extensions | Extensions List

O O OO0

Enabled Extensions

Basic Constraints
Subject Alternative Name

Disable

Available extensions

Authority Key Identifier

Ceriificate Policies N
CRL Distribution Points

Extended Key Usage W
Fresh CRL (a.k a. Delta CRL Distribution Point)

Enable

Certificate Extensions List

Cache Cerlificate by Addr-Port [

S5L Forward Proxy Bypass |Dismled . I

[ Cancel | | Repeat | [ Finished |

Local Traffic » Profiles : 5L : Client

1 ~ | Services * | Content el e Protocol

Authentication ] ge Routing ~ | Other

F x| [Search
~ Name + Application | = Parent Profile ‘ < Partition / Path
[ &sL-Client-Profile clientssl Common
it clientssl (nong) Common
[J clientssl-insecurs-compatible clientssl Common
[ clientssl-secure clientssl Commaon
[] crypto-server-default-clientss] clientssl Common
[] wom-default-clientssl clientssl Common

Create a New Virtual Server
Create a new virtual server called VS-SSL with an IP address of 10.10.4.104:443 and
assign pool HTTP-POOL as its default pool.

Local Traffic » Virtual Servers » Virtual Server List, then click Create
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Local Traffic » Virtual Servers : Virtual Server List

£ - | Virtual Server List | Virtual Address List | Statistics

F | [Gearch
| [~| status | + Name < Description | = Application | + Destination =+ Service Puﬂ‘ = Type | Resources | = Partition / Path
O Q VS-HTTP 10.10.4.100 80 {HTTP) Standard Edit Common
O @  VSHTIPS 10.10.4101 443 (HTTPS) Standard Edit . Common

[ Enable | [ Disable || Delete... |

General Properties section:

Name: VS-SSL

Destination Type: Standard

Address: 10.10.4.104

Service Port: 443 (or type or select HTTPS)
State: Enabled

Local Traffic »» Virtual Servers : Virtual Server List .. New Virtual Server...

General Properties

Name | vs-ssL
Description |
Type | standard
Source Address |

Destination Address/Mask | 10.10.4.104

Service Port [ 443 [HTTPS
Mofify Status to Viriual Address | [v]
State

Configuration section:
SSL Profile (Client): SSL-Client-Profile
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Configuration: [Basic [ ¥]

Protocol TCP

Protocol Profile (Client) |tcp

Protocol Profile (Server) [(Use Client Profile)

HTTF Profile |None

FTP Profile None

RTSP Profile Mone

S5H Proxy Profile Mone

Selected Available
ICommon clientssl

S5L Profile (Client) S5L-Client-Profile clientssl-insecure-compatible A,
clientssl-secure
crypto-server-default-clientssl W
wom-default-clientssl

Resources section:
Default Pool: HTTP-POOL
When complete, click Finished

Resources
Enabled Awvailable
ICommon
_sys_APM_ExchangeSupport_OA_BasicAuth A
iRules _5vs_APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper W
_sys_ APM_ExchangeSupport_main
Enabled Available
Policies
Default Pool H |HTI'P-POOL
Default Persistence Profile |Nene
Fallback Persistence Profile |None

[ Cancel | [ Repeat | [ Finished |

Local Traffic » Virtual Servers : Virtual Server List

'+ - | Virtual Server List | Virtual Add List | Stati

F | [Search
| E| Status ‘ -~ Mame + Description < Application | = Desfination | < Service Port | = Type ‘ Resources | < Partition / Path
O Q VS-HTTP 10.10.4100 B0 (HTTP) Standard Edit .. Common
] 9 VS-HTTPS 10.10.4101 443 (HTTPS) Standard Edit. Common
O Q VE-85L 10.10.4104 443 (HTTPS) Standard Edit. Common

[ Enable | [ Disable || Delete. |
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In Web browser of the external client, go to https://10.10.4.104. If prompted, accept the SSL
certificate.

G@|@ https://10.10.4.104/ p-x H O Waiting for 10104104 % ‘ | AR

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

& Web-Server /level/15/... ¥

Web-Server A

Home Exec Configure
Command
Cotpuat

Command base-URL was: [flevel/15/exec/-
Complete URL was:/level/15/exec/-/sh/run/int/fal/0/CR
Command waa: sh run int fal/0

Building configuration...

Current configuration : 115 bytes=

1

interface FastEthernetl/0

Iip addre=s= 172.16.4.12 255.255.255.0 |

no 1p route-cache LV
zpeed auto

In the web browser, view the certificate.
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~ Certificate | x|

General |DE1Ei|S | Certification Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
s Ensures the identity of a remote computer

Issued to:  www, test.com

Issued by: www. test.com

valid from 5/13/2017 to 5/13/2013

Traffic is encrypted from client to the BIG-IP system, but unencrypted between the BIG-IP

and the pool members.
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Lab 10: iRules

172.16.4.10:80

F5.BIG-IP

External Client

_ A
[ ] 10.10.4.31/24 W AN 17216431124
— ~0O%
—_ "

10.10.4.200/24

172.16.4.11:443

192.168.1.31/124

PC MGMT E
192.168.1.10/24

172.16.4.12:22

3@

R1is running HTTP.
R2is running HTTPS.
R3is running SSH.

The HTTP traffic initiated by the External Client should be redirected to R1.
The HTTPs traffic initiated by the External Client should be redirected to R2.
The SSH traffic initiated by the External Client should be redirected to R3.
Create pools for application services deployment
In Local Traffic » Pools, create three new pools.
1. Create POOL-1 that contains one member, 172.16.4.10:* (Port is “All services”)

2. Create POOL-2 that contains one member, 172.16.4.11:* (Port is “All services”)
3. Create POOL-3 that contains one member, 172.16.4.12:* (Port is “All services”)

Local Traffic » Pools : Pool List

¢ -~ Pool List Statistics

F ] Search

| [~| Status ‘ « Name + Description | + Application ‘ Members | + Partition / Path

No records to display.

Creation of POOL-1.
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I Mame | POOL-1
Description |
Active Available
ICommon hitps_head_f5
Health Monitors gateway_icmp inband ~
tcp
tcp_hali_open W
udp
Resources
Load Balancing Method | Round Rabin

Priority Group Activation |Disabled .
(® New Node () New FQDN Node O) Node List
Node Name: | (Optional)
Address: | 172.16.4.10 x
Service Purt| * = All Services
Mew Members
RA1POCO0172.16.4.10 172.16.4.10
[ Cancel | [ Repeat | [ Finished |
Creation of POOL-2.
I Name | POOL-2
Description |
Active Available
{Common ICommon
Health Monitors wﬂ\;-m'rp ~
hitp_head_f5 W
hitps
Resources
Load Balancing Method | Round Rebin

Priority Group Activation

Mew Members

|Disabled .

(®) New Node ) New FQDN Node ) Node List
Node Name: | (Optional)
Address: [ 172.16.4.11 x
Service Pu-rt:| * * All Services

RAP0C017216.411 17216.411 7

[ Cancel | [ Repeat | | Finished |

Creation of POOL-3.
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I Mame | POOL-3
Description |
Active Available
ICommon
Health Monitors gateway_icmp MY-HTTP A
http
hitp_head 5  w
hitps
Resources
Load Balancing Method | Round Robin

Priority Group Activation |Disabled .

(® New Node ) Mew FQDN Node O Node List
Node Name: | (Optional)
Address: | 172.16.4.12 x
Service Pu-rt:| * * All Services

New Members

R PO C017216.412172.16.4.12

[ Cancel | [ Repeat | [ Finished |

Local Traffic » Pools : Pool List

1+ » Pool List Statistics

L [F=T
| |~| Status ‘ « Name “+ Description | + Application | Members | + Partition / Path
O © roold 1 Common
O @ PooL2 1 Common
O o rooLs 1 Common

Create an iRule to check TCP port
Navigate to Local Traffic and create an iRule as follows:

Local Traffic » iRules : iRule List then click Create
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&3 oNs +| Status | » Name
O @  POOL-
() Local Traffic 0 o rooLz
Network Map ] Q@ FOOL-3
Virtual Servers Delete..
Fuolicies
Frofiles
I
Fools Data Group List
Modes iFile List
Maonitors Statistics
Traffic Class
Address Translation

Local Traffic » iRules : iRule List

1+ ~ IRule List Data Group List iFile List Statistics
——

[ x|[Search| Create.
|AName = Verification |¢Ceﬂi'ﬁcaie|¢.‘\pplicaﬁon|¢Pa1ﬂioanaih

it _sys_APM_ExchangeSuppori_OA_BasicAuth [*7] F5 Verified f5-irule Common

i1 _sys_APM_ExchangeSupport_OA_MtimAuth [* || F5 Verified fB-irule Commaon

i _sys_APM_ExchangeSupport_helper =1 F5 Verified f5-irule Commaon

i _sys_APM_ExchangeSuppori_main = 1| F& Verified fh-irule Common

i _sys_APM_Office365_SAML_BasicAuth = || F5 Verified f5-irule Common

i1 _sys_APM_activesync = || F5 Verified 5-irule Common

i1 _sys_auth_krbdelegate = || F& Verified fo-irule Common

i _sys_auth_ldap = 1| F5 Verified B-irule Common

i _sys_auth_radius = 1| F& Verified f5-irule Common

i _sys_auth_ssl_cc_ldap = | F5 Verified fB-irule Commaon
[ Add Signature... || Add Checksum... |[ Delete... | [¥]

General Properties section:
Name: Rule-For-TCP
Definition:

when CLIENT_ACCEPTED {
if {{TCP::local_port] == 80} {
pool pooll

}
elseif {TCP::local_port] == 443} {
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pool pool2

}
}

When complete, click Finished

Local Traffic » iRules : iRule List » New iRule...

Properties
I Mame Rule-For-TCP
1~ when CLIENT_ACCEPTED {
2~ if {[TCP::1local_port] == 88} {
3 pool POOL-1
4 %
5~ elseif {[TCP::local_port] == 443} {
6 pool POOL-2
- 7 0}
Definition 8 1
(I wrap Text
(] show Print Margin
Finished

Local Traffic » iRules : iRule List

% ~ IRuleList Data Group List iFile List Statistics (=

—
i <] Search
‘ - Name <+ Verification | = Certificate ‘ <+ Application ‘ < Partition / Path
] Rule-For-TCP MNone Common
_sys_APM_ExchangeSupport_OA_BasicAuth |5 ]| F5 Verified fB-irule Common
_sys_AFPM_ExchangeSupport_OA_NtimAuth |* 7 F5 Verified fB-irule Common
_____ _sys_APM_ExchangeSupport_helper = || F5 Verified fa-irule Common
" _sys_APM_ExchangeSuppori_main = 1| F& Verified fB-irule Common

_sys_APM_Office365_SAML_BasicAuth % 1| F& Verified B-irule Common

_sys_APM_activesync = 1| F5 Verified fB-irule Common
it _sys_auth_krbdelegate ||| F5 Verified B-irule Common
i _sys_auth_ldap = || F5 Verified fh-irule Common
" _sys_auth_radius % 1| F& Verified fB-irule Common

[‘Add Signature.... || Add Checksum... |[ Delete... | ]

Create a virtual server that uses this iRule:

Local Traffic » Virtual Servers : Virtual Server List then click Create
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Local Traffic » Virtual Servers : Virtual Server List

% - | Virtual Server List | Virtual Address List | Stafistics hd

i | Searc
| B Status ‘ ~ Name + Description | = Application | = Destination | = Service Purl‘ = Type ‘ Resources ‘ + Partition / Path
Mo records to display.

[ Enable | [ Disable |[ Delete... |

General Properties section:
Name: VS-For-iRule
Destination: 10.10.1.103
Service Port: *All Ports

Local Traffic » Virtual Servers : Virtual Server List :» New Virtual Server...

General Properties

Mame | VS-For-iRule

Description |

Type | Standard

Source Address |
Destination Address/Mask | 10.10.4.103 b
Service Port | [+ A1l Ports

Mofify Status to Viriual Address | [v]

State Enabled

Resources section:

iRules: Rule-For-TCP

Default Pool: POOL-3

When complete, click Finished

F5 BIG-IP Lab Manual
71

ttps://t.-meftearningnets




Resources

Enabled Available
ICommaon ICommon
_sys_APM_ExchangeSupport_OA_BasicAuth A,
iRules _svs_APN_ExchangeSupport_OA_NilmAuth
_sys_APN_ExchangeSupport_helper W
_sys_ APN_ExchangeSupport_main
Enabled Available
Palicies
Default Pool E-] |F'OOL-3 -
Default Persistence Profile | Nene
Fallback Persistence Profile | None

[ Cancel | [ Repeat | | Finished |

Local Traffic » Virtual Servers : Virtual Server List

¥4 - | Virual Server List | Virtual Address List | Statistics

§ | [Search
‘ |E| Status ‘ ~ Name < Description | = Application | < Desfination | = Service Port | = Type ‘ Resources ‘ < Partition / Path
O Q@ V5-For-iRule 10104103 0 (Any) Standard Edit Common

[ Enable | [ Disable || Delete... |

Verify behavior through statistics

Open a new browser session on the external PC and type the URL http://10.10.1.103. The
HTTP traffic should be redirected to the node 172.16.4.10 which is the router R1.

- [ O -
@@|@ http://10.10.4.103/ o~-2 G‘ 2 R1 Home Page fr A 3

Cisco Systems

Accessing Cisco 7206VXR "R1"

Show diagnostic log - display the diagnostic log.

Monitor the router - HTML access to the command line interface at level
0,123456789.1011,12.13,1415

Platform - platform utilities. Send comments to cs-html (below).

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface. W
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LSl & http://10.10.4.103/level/15/exe O + B & | @ R1 flevel/15/exec/-fsh... X

N
Home Exec Configure
Command
Cotpuat

Command base-URL was: /level/15/exec/—
Complete URL was:/level/15/exec/-/sh/run/int/fa0\/0/CR
Command wasa: sh run int fald/0

Building configuration...

Current configuration : 115 bytes
1
interface FastEthernetl/ 0
ip address 172.16.4.10 255.255.255.0 |
no 1p route-cache
zpeed auto LV
duplex auto

View statistics and configuration information in the Pools.

Since the node 172.16.4.10 belongs to the POOL-1, the number of the bits and the packets
is increased.
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Pools

Statistics »» Module Statistics : Local Traffic -

3 » lrafic Summary ~ | DNS + | Local Traffic Metwork Memory

Display Options
Statistics Type [Foals
Data Format |Nunnali2ed -
Auto Refresh | Dizabled Refresh|
[ |[Search] | Bits || Packets || Connections

|Bsunus |*| | « Pool | + Pool Member | + Partition / Path | + In | < Out | % In |+ Qut # Cument| + Maximum |+ Tofal

[l Q B PoOL- Common 43K 186K 6 6 1 2 2
O (®] B PooL-2 Common 0o 0 o0 0 0 0
O Q B pooL-2 Common 0o 0 00 0 0 0

Open a new browser session on the external PC and type the URL https://10.10.1.103. The
HTTPs traffic should be redirected to the node 172.16.4.11 which is the router R2.

(& R2 Home Page

Cisco Systems

Accessing Cisco 7206VXR "R2"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level

Platform - platform utilities. Send comments to cs-html (below).

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface.
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https://10.10.1.103/

2 R2 flevel/15/exec/-/sh... %

Home Exec Configure
Command
Ontput

Command base-URL was: flewvel/15/exec/-
Complete URL was:/level/f15/exec/-/sh/run/int/fal\/0/CR
Command was: sh run int Ffal/0

Building configuration...

Current configuration : 115 bytes=s

1

interface FastEthermnetd/0O

ip addre=ss 172.16.4.11 255.255.255.0 I

no 1p route-cache

zpeed auto W
duplex auto

View statistics and configuration information in the Pools.

Since the node 172.16.4.11 belongs to the POOL-2, the number of the bits and the packets
is increased.

Statistics » Module Statistics : Local Traffic »» Pools

4 - | Irafiic Summary ~ | DNS ~+ | Local Traffic

Display Options

Statistics Type

Data Format

Auto Refrash [ Disabled [Refresh]

[ | |Search] | Bits | Packets || Connections |
‘EStahjs||E||APml |¢PmlMarber‘¢Pa1iﬁnn}Paih|¢ln |=0m|¢ln‘¢0ul|¢{}urrem‘¢hla:dmlln‘¢Tutd
U Q B PoOL-1 Common 0 (] 00 0 0 0

U | Q B PoOL-2 Common 248K 643K 31 27 1 2 5 |
O Q B prooL-3 Common 0 0 00 0 0 0
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Using Putty, open an SSH session to 10.10.1.103 port 22. The SSH traffic should be
redirected to the node 172.16.4.12 which is the router R3.

_I:I-

s 10.10.4.103 - PuTTY

View statistics and configuration information in the Pools.

Since the node 172.16.4.12 belongs to the POOL-3, the number of the bits and the packets
is increased.

I Traffic »» Pools

| Statistics » Module Statisfics : Lo

Local Traffic

Traffic Summary -~

Display Options

Statistics Type Pools W

Data Format |Normalized v

Auto Refresh |Disabled [+ [Refresh
[ | [Search] Bits Packets Connections

+| ||~ | Status | |[4| | « Pool Pool Member FPartition / Path In Out In Out Current Macimum Total
[ Jd POOL-1 Common 0 0 0 ] 0 0 0

J Q Jd POOL-2 Common 0 0 0 0 0 0 0

O I Q d POOL-3 Common 135K 94K 32 18 1 1 1
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Lab 11: SNAT

Configure Auto map with Self IP
Add SNAT Auto Map to the virtual server
Local Traffic » Address Translation, SNAT List, then click Create

Address Translation » | SNAT List ®

SMAT Pool List

| Acceleration )
SMAT Translation
List
Device Management
MAT List
Network Statistics

General Properties:
Name: AUTO-NAT

Configuration section:

Translation: Select Auto Map

Origin: Address List

Address List: 10.10.4.200, then click Add
Source Port: Preserve

VLAN / Tunnel Traffic: * All

Auto Last Hop: Default

When complete, click Finished

General Properties

Name | AUTO-NAT
Description |
Configuration
Translation Automap -
All Addresses
Origin All IPv4 Addresses
AllIPv6 Addresses
Source Port Address List
VLAN / Tunnel Traffic = Al
Auto Last Hop Default
Cancel || Repeat | | Finished
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General Properties

I Name | AUTO-NAT
Description |
Configuration
I Translation |Automap o
Origin | Address List v
Address/Prefix Length: | 10.10.4.200| x
10.10.4.200
Address List
Source Port |F'resenre ~
VLAN / Tunnel Traffic |* All v
Auto Last Hop |Detault v

[ Cancel | [ Repeat | | Finished |

| |~ Name Description Application | Translation | SNAT Fool Partition / Path
i AUTO-NAT Automap Commaon

Configure SNAT with a Single IP

General Properties:
Name: SNAT-Single-IP

Configuration section:

Translation: Select IP Address: 172.16.4.41
Origin: Address List

Address List: 10.10.4.201, then click Add
Source Port: Preserve

VLAN / Tunnel Traffic: * All

Auto Last Hop: Default

When complete, click Finished
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General Properties

Name | SNAT-Single-IP
Description |
Configuration
Translation [IF Address[v] | 172.16.4.41
Origin | Address List
Address/Prefix Length: | 10104201 b
10.10.4.201
Address List
Source Port Presarve
VLAN / Tunnel Traffic * Al

Auto Last Hop

| Default .

[ Cancel | [ Repeat | | Finished |

‘ « Namea | + Description = Application ‘ Translation | SMAT Foal ‘ < Partition / Fath
1 AUTO-NAT Automap Common
[] SMAT-Singls-IP 172.16.4.41 Common

Configure SNAT Pool

Local Traffic » Address Translation » SNAT Pool List, then click Create

General Properties section:
Name: SNAT-POOL-LIST
Member List: IP Address: 172.16.4.51, then click Add
IP Address: 172.16.4.52, then click Add
IP Address: 172.16.4.53, then click Add
When complete, click Finished

General Properties

I Name

SNAT-POOL-LIST

Configuration

Member List

IP Address: I 172.16.4.53

Add

172.16.4.51
172.16.4.52
172.16.4.53

[ Cancel | [ Repeat | | Finished |
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‘ - Name <+ Application ‘ + Partition / Fath
{1 SNAT-POOL-LIST Common

Navigate to Local Traffic » Address Translation, SNAT List, then click Create

General Properties:
Name: SNAT-POOL

Configuration section:

Translation: Select SNAT Pool and SNAT-POOL-LIST
Origin: Address List

Address List: 10.10.4.202, then click Add

Source Port: Preserve

VLAN / Tunnel Traffic: * All

Auto Last Hop: Default

When complete, click Finished

General Properties

Name | SNAT-FooI
Description |
Configuration

Translation [SNAT Pool[ ] [SNAT-POOL-LIST

Origin | Address List
AddressiPrefix Length: I 10.10.4.202 *
10.10.4.202

Address List

Source Port Preserve

VLAN / Tunnel Traffic *All

Auto Last Hop |Defau|t .

[ Cancel | [ Repeat | | Finishad |

| ~ Name + Description + Application ‘ Translation ‘ SMAT Pool ‘ < Partition / Path

[0 AUTO-NAT Automap Commeon

[] SNAT-Pool SMAT-POOL-LIST Common
-Single-| .16.4. ommon

[ SNAT-Single-IP 172.16.4.41 Ci
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From the external client, open a web browser, connect to http://10.10.4.100.
View SNAT statistics, you should see the Auto map used to translate the IP 10.10.4.200.

Display Options
Statistics Type
Data Format
Auto Refresh [Disabled [Refresn
[ |[Search| Bits || Packets || Connections
~ SNAT + Partition / Path +In % Out = In = Qut + Current | = Maximum | = Total
O | AUTO-MAT Common 458K 191.8K 70 80 0 4 10 |
[0 SNAT-Poal Commaon 0 0 0 0 0 0 0
O SNAT-Single-1P Commaon 0 0 0 0 0 0 0

On the external client, change the IP address to 10.10.4.201.
Still from the external client, open a web browser, connect to http://10.10.4.100.
View SNAT statistics, you should see the SNAT single IP used to translate the IP

10.10.4.201.
Display Options
Statistics Type |SNAT5
Data Format |Nulmalized .
Auto Refresh | Disabled Refresh
[ |[Search| Bits || Packets || Connections
|ASNAT |¢F'ar|i1iunIPaﬂl ‘eln ‘eom ‘#In ‘e()ul |¢Cuner|t|¢Maximum|¢Tuta]
[0 AUTO-NAT Common 0 0 0 0 0 0 0
[] SNAT-Pool Common 0 0 0 0 0 0 0
O | SNAT-Single-IP Common 36.3K 1535K 55 62 0 4 s |

On the external client, change the IP address to 10.10.4.202.
Still from the external client, open a web browser, connect to http://10.10.4.100.
View SNAT statistics, you should see the SNAT Pool used to translate the IP 10.10.4.202.

Display Options
Statistics Type
Data Format
Auto Refresh | Disabled [Refresh

[ |[Search| Bits || Packets || Connections
‘ASNAT |¢F‘ar|i1iun.fF"am |¢In |¢0ut ‘%In ‘%(}ut ‘%Cunerﬂl%Ma)cimuml#Tutal
0 AUTO-NAT Common 0 0 0 0 0 0 0
[ | sNAT-Pool Common 41.2K 1585K 63 71 1 4 9 |
O SNAT-Single-1P Common 0 1] 0 0 0 ] 0
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http://10.10.4.100/
http://10.10.4.100/
http://10.10.4.100/
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